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ABSTRACT 


Background: Studies have been conducted on a way to solve the problem related to healthcare in Malaysia. The healthcare in 
Malaysia has a few problems that affect the patients’ satisfaction such as patients cannot access their own medical records, long 
waiting times at the registration counter and time-consuming for an emergency rescue mission by the paramedics. 


Purpose: This research is a patient management system which is called MedCo can solve this problem by enabling the patient’s 
personal information and brief medical records are accessible to the patient, paramedic and all users who are using the system 
by scanning the patient’s fingerprint. 


Conclusion: This can be used for registration at the registration counter as well as it can save a lot of time. The staff can scan 
the patient's fingerprint to access the patient’s personal information and send it to the queue system. This system can be devel- 
oped by using Dart programming language through Flutter for cross-platform development. This system will be build using Visual 
Studio Code and it requires the use of local_ auth libraries to code for biometric recognition. Firebase and Google chrome will be 
used in the development process. This system will be developed for the mobile user that can support Android and iOS while for 


the desktop user, web applications will be developed. 
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INTRODUCTION 


The used of biometric recognition technology has been in- 
creasing day by day in both Malaysia and outside of Malay- 
sia. Since biometric recognition captures individual unique 
characteristics, it is one of the must-have-features in a sys- 
tem for its biometric authentication as a form of identifica- 
tion and access control. It also has been used in airports, 
businesses, unlocking smartphones and increasingly popu- 
lar among other features. There is a statistic that proved this 
statement by saying that over 75% of consumers have used 
biometric recognition with different unique characteristics 
which are fingerprint scanning, facial recognition, iris rec- 
ognition, palm-vein scanning, signature dynamics, and hand 
geometry.’ According to an analysis by Grand View Re- 
search, the used of biometric technology has become com- 
mon in many industries like healthcare, travel, financial and 
so on. The biometric recognition can be used for patient reg- 
istration and identification in the hospital or clinic to reduce 
the waiting time for a check-up or even during an emergency. 
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This proposed system enables the patients to register their in- 
formation at the registration counter only by using their fin- 
gerprint and the patient’s brief medical record is accessible 
to the users, doctors, nurses, and paramedics. The patients 
need to go to the government hospital to register their fin- 
gerprints for the first time using the web application. All the 
information will be saved in the centralized database includ- 
ing their full name, address, emergency contact, blood type, 
disease and so on. When an emergency happens, paramedic 
or any people who installed the MedCo mobile application 
can identify them by scanning their fingerprint. The process 
will be faster as there will be a pop-up for the recent disease 
recorded and in-alert. The doctors and nurses can enter the 
patients’ medical information in the database. Whenever the 
patients go to any hospital or clinic, they no need to register 
at the counter, they just scan their fingerprint for their infor- 
mation. 








This system aimed to enable the users to register at the coun- 
ter by scanning their fingerprint. To enable the paramedics or 
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other people to check the user’s information and in-alert re- 
cent disease in case of emergency. To enable the doctors and 
nurses to access the patient’s personal information, medical 
record, and medicine prescription before giving a treatment. 
This system is a cross-platform system so it can be used for 
mobile users through Android and 10S and for desktop users 
through the web application. This system will be used by the 
patients, non-patients, doctors, nurses, and paramedics. 





In the literature review, the researcher will provide the previ- 
ous study by other researchers. In the materials and meth- 
ods, the researcher will provide the details on how the data 
gathering and analysis help the researcher with the quality 
of the project deliverable. In the results and discussions, the 
researcher will provide an analysis of data collected through 
any data gathering method chosen and a summary of the 
analysis. In the conclusion, the researcher will conclude the 
conference paper and its outcome. 


LITERATURE REVIEW 


Malaysia’s healthcare services have been gradually improved 
their service towards a better service.” Sean Kelly which is 
a chief medical officer at Imprivata has stated that biometric 
technology has been used in the healthcare industry as it ac- 
curately identifies people, and it maintains secure access to 
protect health information.’ Imprivata has claimed that fin- 
gerprint biometric identification has a false match rate of less 
than one in 1,000°. The used of biometric in this industry has 
brought a lot of benefits to the industry which 1s it provides a 
faster retrieval of patient data, accurate and up-to-date infor- 
mation and high efficiency.* 





Malaysia healthcare services are changing towards wellness 
service which is opposite to illness service due to the main 
provider of health services, the Malaysian Ministry of Health 
(MOH) providing a better healthcare financing mechanisms 
and managing and mobilizing a better healthcare services.’ 
Malaysia provides a dual-tiered system of healthcare services 
which consists of a government-led and funded public sector 
and a private sector. There are congestion and overcrowding 
that occur at the metropolitan public hospitals because of the 
population competing for a limited number of personnel and 
advanced technologies in small district medical facilities.° 
The competitive health-seeking behaviour leads to reduced 
consultation time, overcrowding, low levels of understand- 
ing of patient problems and high prescribing levels at pub- 
lic health facilities due to irrational use of healthcare by the 
providers and the patients’. This has resulted that almost all 
patients were being registered within 15 minutes and the av- 
erage total waiting time from registration to getting called to 
meet the doctor was 41 minutes and 99% of patients waited 
not more than 30 minutes to get their medication and the 
average consultation time was 18.21 minutes.° 


It is also time-consuming for a healthcare provider to obtain 
the patient’s medical record and record, dictate, transcribe 
and arrange the information before any treatment admin- 
istered.’ The author also claimed that when there is a case 
where the patient needs to be referred to another healthcare 
provider, the entire process of collecting information may 
have to be repeated. The author explained that it is very 
important to have the patient’s full medical record because 
the absence of such data may lead to inappropriate diagno- 
sis and treatment or one that is contradict with the patient’s 
physiological condition such as having allergies. According 
to the author, the percentage of physicians who have great 
difficulty in accessing the patient records at the right time is 
30% and 70% of hospital records appear to be incomplete. 
The patients also have no access to their medical records.’ 
Some of the hospitals in Malaysia used the MYHIX system 
and this system provides no access for the patient to their 
medical records.’ 





Ambulance response time (ART) is also one of the impor- 
tant parts in the health services as it is a standard key perfor- 
mance indicator (KPI) in measuring the emergency medical 
services (EMS) delivery performances.’ The paramedic team 
needs to acknowledge the patient’s condition and personal 
information first before the ambulance departs as they would 
respond faster if they knew it was a trauma case or when 
children are involved and other treatments will require a long 
waiting time to get the treatments.’ The author explained 
that age and treatment types are one of the important factors 
that can affect the ambulance response time. Based on the 
research conducted by the author that evaluates 967 ambu- 
lances’ emergency medical services, the average ambulance 
response time is 16.42 minutes which fail to reach the inter- 
national standard KPI which is 8 minutes.’ 














Consumer demands have been increased as they expect for 
high technology in the Malaysia healthcare system'®. High 
technology that in demands and emerges globally nowadays 
is biometric recognition. According to Gornley"’, nowadays, 
hospitals in advanced countries are using biometric recogni- 
tion such as iris and palm-vein scanning to overcome patient 
identification problem that has been increasing day by day. 
The same author also stated that the Pew Charitable Trusts 
with research firm Gartner Inc. predicted that by the year 
2022, 40% of the healthcare providers will use biometric 
recognition for patient identification. The biometric recogni- 
tion system is a pattern recognition system that function by 
getting biometric data from a person and extract the feature 
set from the biometric data it gets and compare with the tem- 
plate set in the database’. According to Mogli, the process of 
verification or identification by using biometric recognition 
is first, the individual must present his or her biometric in- 
formation to the system. Next, the system will automatically 
create a template and then compare the template created to 
the biometric information stored in the system.” Then, it will 
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be a matching action when the presentation template 1s com- 
pared to the enrolment template and if it 1s matched with 
each other, a score is generated based on the degree of simi- 
larity between the templates." Figure 1 shows the biometric 


system in a simplified way:- 


Traditional methods of authentication which are by using 
passwords or PINs have been increasingly replaced by the 
used of biometric recognition technology, for example, bio- 
metric scanners on smartphones and other devices have to 
strengthen the security and ensure good customer experi- 
ence.'* This is because the user of biometric technology can 
avoid to be forgotten, lost and forged like passwords and 
PINs.'* Biometric recognition has a lot of benefits to the 
patient management system which is one of the benefits is 
the hospital network can be biometrically protected from the 
hackers from getting the patients’ information." The biom- 
etric technology also brings a benefit to the system as it 1s 
reliable as the person needs to be physically present to scan 
their fingerprint, iris, palm veins and so on to be authenti- 
cated.'° They also claimed that with the used of biometric 
recognition, the process will be fast, easy to use, less ex- 
pensive authentication and accurate. Another author stated 
that it improves patient experience, protects data integrity, 
and saves money as there will be no duplicate record so the 
organization no need to waste their money to solve it."® 


Image Feature Pattern 
capture extraction matching 





Figure 1: Biometric System14 





The fingerprint recognition system has been used widely 
globally, the most popular biometric system and actively 
researched among other biometric recognitions.'’ This has 
been proved by statistic provided by Austin (2018), which 
concluded that 57% of organizations such as Apple, Lenovo 
and so on are using fingerprint scanning technology. In the 
third quarter of 2014, the smartphones’ sales have increased 
by 20.3% and reach 301 million units.'* The authors also 
claimed that the sales have been increased because of the 
various mobile applications created and offered to the users 
in the App Store and Play Store. There are many platforms 
used for smartphones which are Android, Windows Phone, 
IOS, BlackBerry OS, Symbian, and others. Since the mo- 
bile application needs to be built faster and can be run on 
all platforms, a cross-platform mobile application is a solu- 
tion!®. Cross-platform combines the pros of web application 
development and native application development then be- 


come a hybrid application development to enable multiplat- 
form where the developers only need to code once to create 
the mobile application and make the deployment on different 
platforms.” 





MATERIALS AND METHODS 


The data gathering and analysishelped the researcher with 
the quality of the researcher’s project deliverables. This is 
because the data gathered and analysed will let the research- 
er know about the demographic profile of participants such 
as the likelihood of the users or the percentage of the users 
who are prone to use this system once it is built. This data 
gathering and analysis helped the researcher to know about 
the feedbacks of the respondents on the current Patient Man- 
agement System in Government Medical Facilities in Malay- 
sia. This will let the researcher know whether the users are 
satisfied or not with the performance of the current system 
and if the percentage of the users are not satisfied with the 
services offered by the current system is higher than the one 
who satisfied, then the researcher can implement the solu- 
tion to solve the problems in the system created. The data 
gathering and analysis help the researcher to know about the 
respondents’ feedback on the technology such as mobile ap- 
plication, biometric recognition and so on. This is to make 
sure that the users are satisfied with the technology that will 
be used in the system. The researcher can know whether the 
features that the researcher offers in the system created is 
useful and important to the users or not. The data gather- 
ing and analysis help the researcher to know more about the 
current system that the health facilities used, the difficulties 
by using the current system and the expert’s opinion on the 
system proposed by the researcher. 











Interview 

The researcher used this method by interviewing five inter- 
viewees which consist of two paramedics, two IT experts 
who work in the hospitals or clinics and one nurse. The re- 
searcher can conduct a Semi-structured interview. In this 
type of interview, the researcher will ask the prepared ques- 
tions and expands to other questions. The researcher can ask 
the IT experts in the health facilities on what is the current 
system used in the hospital or clinic, then ask them the de- 
tailed of the systems. 


Questionnaire 

The researcher used this method by giving out an online 
questionnaire to the people. The online questionnaire 1s 
made by Google Forms. The questionnaire was given out to 
51 respondents to answer. The participants are given a de- 
tailed explanation of the system and the consent form before 
answering the questions. 
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RESULTS AND DISCUSSION 


Section A: Personal Medical Information 


Do you need a guardian to look after you when you go out as a 
precaution if the disease comes to attack? 


Analysis: 
Based on the finding, 39.2% of the respondents who have criti- 


cal disease do not need a guardian while 35.3% of them need 

a guardian. The number of respondents who have a critical 
disease that needs a guardian is quite high with the difference 
of only 3.9% with the majority. This indicates that the number 
of patients who most need the in-alert disease feature is lower 
than the one who least needs it. 


Section B: Respondent’s Feedbacks on Patient 
Management System in Government Medical 
Facilities in Malaysia. 


Question: 
I can easily access my disease history. 


Analysis: 

Based on the finding, 43 out of 51 respondents disagree and 
strongly disagree that they can easily access their medical 
records. This indicates that the patients are restricted and have 
no access to their medical record (8). 


Section C: Technology used by respondents 
Question: 


Have you ever used any mobile application related to medical 
or health? 


Analysis: 

Based on the finding, 64% of the respondents have used any 
mobile application related to medical or health while 35.3% 
have not used it. This indicates that the respondents find it 
useful to have a mobile application which manages their medi- 
cal record and monitor their health and so on. 


Analysis of data collected through Interview 
Analysis of data collected through interview with Paramedics. 


What is the difficulties in handling patient in an emergency 

in terms of accessing the patient medical history or medicine 
prescription? Is there any alert from the patient’s family that 
the patient have an in-alert disease? 

Analysis: 

The paramedic have difficulties in accessing the patient per- 
sonal information. This is because they only can check the 
patient personal information through their Identity Card. If 
the Identity Card is cannot be found, the patient is remain un- 
known until its family come looking for them or until the pa- 
tient become fully conscious. The paramedic cannot access the 
patient medical record. They can only ask the detailed of the 
patient including personal information and medical record 
through the caller. There is a difficulty in giving the first aid 
treatment as they do not know what is the disease history of 
the patient, thus they only can give a general first aid treatment 
such as injection to stabilize the patient and so on. 














The liquid injected (normal saline) used is suitable for all hu- 
man with or without allergy. Thus, there are no chances of the 
patient that allergic to that liquid. Even if the patient is an al- 
lergy to any chemical substances, the paramedic will check it 
based on the allergy card that the patient has or they can ask 


it directly to the patient. This first aid treatment will be done 
based on the dispatcher who will guide the paramedic on what 
to do to the patient through the walkie talkie. The paramedic 
can only access to the patient medical record once they are ar- 
rived at the hospital and with permission of the doctor. 





Analysis of data collected through interview 
with Nurse 


Question 2: 


What is the process during the registration at the registration 
counter? 


Analysis: 

In the past, the patient who is first come to the hospital will 
be registered by filling up the form then they will be given a 
registration number, but as the technology emerges, the user 
only needs to give their identity card, then the user will be 
given a registration number. That registration number is used 
to store the patient information including personal informa- 
tion and medical records. The next time the patient comes, 
the patient needs to give their Identity Card’s number to the 
registration counter. The staff at the registration counter will 
search the Identity Card’s number in the system and retrieve 
the patient information by using the registration number. 





Analysis of data collected through interview 
with IT experts. 


Question 3: 
Can the patient easily access their medical history? 


Analysis: 


The patient cannot access their medical history as patient 
information is very private and confidential and if the patient 
wants to see their medical records, they need to go to the 
Jabatan Rekod Hospital (Medical Record Department). 





CONCLUSION 


This conference paper had cover 7 parts that discussed dif- 
ferent areas related to the proposed project. At the end of the 
first leg of the project, the researcher achieved knowledge on 
how to build the system. This paper discussed how is the pa- 
tient management system in Malaysia, what is biometric rec- 
ognition and its user feedback, what is cross-platform and its 
advantages. The researcher achieved the knowledge and in- 
formation that is needed for the development process by col- 
lecting through questionnaire and interview. The researcher 
also achieves the requirement and feedback from the people 
regarding the system proposed through questionnaire and 
interview. The data collected is analysed and useful to the 
project so that the researcher can make changes or retain the 
requirements. The researcher achieves a knowledge on how 
to manage time well and how to delegate and prioritize the 
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tasks so that the project will be completed before the due 
date. 
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